NMAMATKA gna rpaxkgad o npodunakTuke n npeaynpexgeHnm
AVCTaHUMVOHHbIX NPEeCTYynieHnn B cpepe NMHPOPMaLMOHHO-
TENEeKOMMYHUKALMOHHbIX TEXHOSTOMUIA:

YT106bI HE OKa3aTbCA XXepTBOWU MOLUEHHUKOB He06Xo0AMMO 3HaTb
cneaywoulee:
— COTPYAHUKM NOO6Oro 6aHKa HUKoraa He NPOCAT COOOLWUTL AaHHbIe
Balluen KapTbl (HOMep KapTbl, CPOK €€ AeUCTBMUA, CEeKPEeTHbIU Koa Ha
0GOpPOTHOM CTOPOHE KapThbl), TaK KaK Y HAX OAHO3HA4YHO UMEIOTCA BaLuu
AaHHble;
— He NP1 Kaknx obcTosiTenbCTBax He coobwaTb AaHHbIe Ballew
GaHKOBCKOM KapTbl, @ TaK XXe CeKpeTHbIN Ko Ha OOOPOTHOMN CTOPOHE
KapTbl;
— XpaHUTb NUH-KOA OTAENbHO OT KapThbl, HU B KOeM crly4yae He nucaTb
NUH-KOA Ha caMOu 6AHKOBCKOM KapTe;
— He coobwaTb NUH-KOA TPETbUM NULaMm;
— ocTeperatbcs «TenedOHHbIX» MOLWEHHUKOB, KOTOPbIe NbITAalTCS
BBeCTMU Bac B 3abnyxaeHue;
— nyywe usbderatb TenedoHHbIX Pa3roBOpoB C NOAO3PUTENbHbLIMU
noabMU, KOTOpble NPeacTaBnATCA COTPpyAHUKaMM 6aHKa, He bonTecb
npepBaTb pa3roBop, NPOCTO KraauTe TPyoOKy;
— BHUMaTenbHO Yntante CMC coobuweHunsa npuxoasawme ot 6aHkKa;
— HUKOrAa U HUKOMY He coolLanTe Naponun, U ceKpeTHble KoAbl,
KoTopble npuxoaat Bam B CMC coolGweHunn ot 6aHKa;
— MOMHMTE, YTO TOSIbKO MOLUEHHUKU CNpaluMBalOT CeKpeTHbIe naponu,
KoTopble npuxoaat kK Bam B CMC coob6weHnn ot 6aHKa;
— COTPYAHUKM GaHKa HMKOrga He NonpocAT Bac NPouUTH K 6aHKomarty;
— ecnuv Bac nNonpocusnu NpouTn ¢ 6aHKOBCKOWU KapTou K 6aHKomarty, TO
3TO O4EeBUAHO MOLUEHHUKM;
— He NOKynawuTe B MHTEPHeT — Mara3amHax ToBap Nno SIBHO 3aHWUXXEeHHOW
CTOUMMOCTM, TaK KaK 3TO O4eBUAHO MOLUEHHUKM;
— HUKOrAaa He nepeBoAUTE AeHEXHble cpeacTBa, ecrnm 06 3ToM Bac
NpocuT caenaTtb Baw 3HAaKOMbIWU B cOLManbHOW CeTU, BO3MOXHO
MOLLUEHHUKU B35IOManum akkayHT, CHa4asria CBAXXUTeCb C 3TUM YeriIOBEKOM
M y3HanUTe 4EeUCTBUTENbHO SN OH NMPOCUT Yy Bac AeHbIW;
— B ceTn «MHTepHeT» He nepexoauTe Mo CCbiflkaM Ha HEM3BECTHbIe
caunThbl;
— AeucTBynTe 06ayMaHHO, HEe TOPONSINBO, NOMHUTE, YTO «BbecnnaTHbIN
CbIpP TOSMIbKO B MbILLENTOBKeY.

MHTepHeT-MOLIJeHHVILIeCTBO - NaMATKa on4a rpaxgaH



CUTYALIUA 1

Bel  nmomydaunu  31eKTpPOHHOE
il = 18:42 =» | coobueHHe 0 TOM, 4TO Bbl BBIMI'PAIH
aBTOMOOM/IbL M Bac MPOCAT IEPEeBECTH
JEHBIW JUIS TOJTy4YeHHs rpu3a?

HUKOI'JIA He ornpasasiite

JIeHbIH HEe3HAKOMBIM JIHIAM HA HX
F‘loa.qpaanneu! Bbl BoMrpanu 3J1eKTPOHHBIE CYeTa.
asTomobuns Audi A8. [Tomnume, umo eeposimnocme
EﬂOApOGHOCTH no Tenecgoxy. gbluZpamb ~ npu3, He  NPUHUMAS

yvdacmus 6 po3blepblide CmMpeMumcs K
W HY10, a eepoiamHocmbs  eo3epamda
! oeHnez, n e€PeHUCTICHHbIX Hd AHOHUMHDbI u
NIEKMPOHHbBI u Kowenexk
3AOVMBIUWIECHHUKOB, U IMO20 MEHbLUE.

B nocneagHue rogbl LUIMPOKYIO NONYySNSIPHOCTb MOSYYUN CMC-PacChIfnkKn Unn
3MEKTPOHHbIE MUCbMa C COOOLLIEHNAMIN O BbIMIPbILLE aBTOMOOUNS nMbo
APYrMX LLEeHHbIX NpU30B. [Nns nonyyeHns «BblUrpbIllay 3r0yMbILLITEHHUKN
00bI4YHO NPOCAT NEPEBECTN HA ANEKTPOHHbIE CHETA ONPEAESIEHHY CYMMY
AEeHer, MOTMBUPYS 3TO HEOBXOOMMOCTbIO yrnaTbl HANoOroB, TAMOXEHHbIX
MOLUSMH, TPAHCMOPTHLIX pacxodoB u T.4. lNocne nonyyeHnss AeHEeXHbIX
CpeacTB OHM NepecTatoT BbIXOAUTb Ha CBSA3b NMBO NpocAaT nepeBecTun
AONOMHUTENBbHbIE CYMMbI Ha O(hOpMIeHME BbIUrpbILLA.

Orpagutb cebst oT nogobHoro poga NpecTynneHnin npeaesibHo NpocTo.
Mpexae Bcero HeobxoanMo 6bITb BnaropasymMHbIM. 3agymManTech Hag TeMm,
NPMHMManun N Bbl y4acTme B po3birpbille Npu3oB? 3HakomMa v BaM
opraHmsauus, HanpasuBLlasa yBegomneHve o Bbinrpbiwe? OTKyaa
opraHm3aTopaM akuuy U3BECTHbI Balll KOHTAKTHblE AaHHble? Ecnu Bbl HE
MOXEeTe OTBETUTb XOTHA 6bl Ha OAMH U3 3TUX BOMPOCOB, PEKOMEHAYEM BaM
NPOMrHopupoBaTh NOCTyNMBLUEE COOBLLEHNE.

Ecnn Bbl pelunnn ncnbitTaTb cH4acTbe U BbIUTU Ha CBSA3b C OpraHu3aTopamm
po3birpbiwa, noctapanTechb NOSy4YUTb OT HUX MaKCUMaribHO BO3MOXHYHO
NHdopMaLmMo 00 akuuK, YCNoBUSX y4acTusa B HEW 1 NpaBunax ee
nposeneHns. [NNoMHUTE, YTO YNOMUHaHWE Ballero umeHn Ha VIHTepHeT-cante
He siBNsieTcs noaTBep)XaeHnemMm 4obponopsao4HOCTM OPraHn3aTopoB akuum u
rapaHTMen Ballero BblUrpblla.

Mobas npocbba nepeBecTy AeHeXHbIe CpeacTBa Afs NONyYeHNs BbIUrpbILLa
AOIMKHA HAaCTOPOXUTb Bac. [NOMHUTE, YTO BbIUIPLILL B JIOTEPEID BreYeT 3a
cobown Harnorosble 06s3aTenbCTBa, HO MOPSA0K yNraThl HANOros
pernameHTUpoBaH AENCTBYIOLLMM 3aKOHOAATENbCTBOM M HE OCYLLLECTBNAETCSH



nocpeacTtBoM nepeBoaa AEHEXHbIX CPpeaACTB Ha 3JIEKTPOHHbIE CHeTa rpaxaaH
7 OpFaHI/I3aLI,I/IIZ UIN T.H. «3NEKTPOHHbIE KOLUEJIbKN».

ByobTe 6auTEnbHbI U MOMHUTE O TOM, YTO A1 TOrO, YTOObI YTO -TO BbIUrpaThb,
HeobxoaMMOo NpUHMMAaTL y4acTue B po3birpbille. Bce ynoMmHaHus o Tom, 4To
Ball HOMep SABMSIETCA «CYACTMMBbLIMY U OKa3arncs B CMCKE y4aCTHMKOB
notepewu, ABNSATCH, Kak NpaBuio, NLLb YNOBKOW AN NPUBMEYeHUs Ballero
BHUMaHUS.

CUTYALIMS 2

B! petiuim KynuTs B UHTEPHET-
MarasuHe HOBBIH MOOHIIBHBIH
tesniepoH, HOyTOYK wiu (oroannapar
10 CYNEpIpPUBIEKATENbHOM LIEHE, HO
MarasuH MPOCHT NEePeYHCINTh
npejoruiary?

, Apple iPhone 5s 16GD (cepe6pucTii)
o \ raatpre. @ 15000 py6

HUKOI'JIA He nepeuncasiiite

, JAeHbIH HA IEKTPOHHbIC KOUIEJIbKH
OEUHEs80 H CueTa MOOMILHBIX Tes1e)OHOB.

Onnara u focraska I[lomnume o mom,  umo

2 Vet e s e uUHmMepHem-mMazasun — He  Modlcem

3 Me@eang wa rapty

e npurHuMames oniaamy 3a HNOKVNKY 6
.j“,‘.’,(,“ﬂ,‘,'jjf,j,ﬁf:, - makotu ([)op.we. Ecau sac npocsim

oniamums MmMoedap ¢ UCHOIAb30BAHUEM
— _ MEPMUHAN08 IKCRPecc-onaamsl Wil
2 2 nepesecmu O0eHbeU HA INEKMPOHHBIU
Kowenek, 6eposimHocntb mo2o, ¥mo 6bl
CMOIAKHYIUCH ¢ MOWEHHUKAMU KpauHe
BbICOKA.

Hepepku crniyyam MOLWEHHNYECTB, CBA3aHHbIX C AeATEeNbHOCTLIO VIHTEepHEeT-
MarasmHOB M CanUTOB MO Npogaxe aBMabunetos. Yem npmenekaroT
NOTeHUMarbHbIX XXePTB MoLeHHKN? Npexae Bcero - He060CHOBAHHO
HU3KMMK LeHamun. [1pn 3akase ToBapoB BacC MNOMPOCAT BHECTU npeaonnary,
3a4acTyro NyTeM BHECEHUSA LEHEXHbIX CPeLCTB Ha HEKUN BUPTYasbHbIN
KoLlerek nocpecTBOM TepMuHana aKkcrpecc-onnaTtbl. [lanee marasviH B
TeyeHne HEeCKONbKNX aHen byaeT npuaymbiBaTb OTFOBOPKN U obellaTb BaM
CKOpYl0 OOCTaBKy ToBapa, a Nnotom 6eccrnegHo ncyesHeT nnbo npuwnet
HeKa4yeCTBEHHbLIN TOBap.

Llenb nogo6HbIX canToB — 0OMaHyTb MakCuMaribHOe KONMMYeCTBO Jtoaen 3a
KOPOTKMI cpok. Co3aaTb VIHTepHeT-canT cerogHsa — 4eno HECKONbKUX MUHYT,
NMO3TOMY BCKOpE nocne npekpawieHns paboTbl canT BO3pOaMUTCHA MO APYromy
agpecy, ¢ opyrum An3anHoM v noa ApyrnmM Has3BaHUEM.



Ecnv Bbl X0TUTE KynnTb TOBap No npegonsiate NnoMHUTE, YTO Cepbe3Hble
NHTepHeT-MarasmHbl He ByayT NpocuTb Bac NepevncnnTb eHbrM Ha
BUPTYyaribHbIN KOLeNek uim c4et mobunsHoro tenedoHa. MNouwute
NHopmMaLmMo 0 Mara3mHe B ceTn VIHTepHeT, nocMoTpuTe, Kak JONro OH
Haxo4UTCA Ha pbiHKe. Ecnu Bbl MeeTe 4eno ¢ cauToM KpynHOW Ui
N3BECTHOW BaM KOMMNaHuK, ybeamtecb B NpaBUbHOCTU HaNnucaHus agpeca
pecypca B afpecHOM CTpoKe Ballero 6paysepa. Npu HeobxogmmocTu
noTtpebyinte OT agMUHUCTPATOPOB MarasnHa nNpegocTaBUTb BaM
NHOPMALIMIO O OPUOMYECKOM NULE, NPOBEPbLTE €€, UCMOIb3Y4
obuwenoctynHble 6a3bl AaHHbIX HANOroBbIX OPraHOB N PeecTp PUONYECKMX
nuy. Ybeaomtechb B TOM, YTO Bbl 3HaeTe agpec, MO KOTOPOMY Bbl CMOXETE
HanpaBUTb NPETEH3UIO B Criydae, ecnu Bbl OyaeTe He40BOSbHbI MOKYMNKOWN.

CUTYAIUS 3

Bl nonyunim cMc-coodiieHue o
_— = 18:42 om | TOM, uro Bama OaHKOBCKas KapTa
3a0J10kupoBaHa?

HUKOI'JIA ne ornpasasiite
HHKAKHX [ICHEKHBIX CpeACTB M0

KOOpAHHATAM, YKa3aHHbIM B

YBa)KaeMblil KNueHT. Bawa COO0LICHHH, He Nepe3BAHHBANTE HA

KapTta 3aﬁnomp°gaua_ Ans HOMep, ¢ KOTOPOro OHO NpHULIO, H
pa3bnokupoBaHusa oTnpasbTe He OTHPABASHTE OTBETHBIX CMC.

\CMC Ha KOPOTKUIA HOMEpP . Cambim NpasuIbHbIM peltieHuem

6 danHou cumyayuu 6yoem no3eoHums
8 bank, 6bINYCMUGLIUL u
obcayacusarowuil eauty Kapmy.
Terechpon banka 6wl Haldeme Ha
obopome sawelt Kapmoi.

.’,

3aMeTHO y4yacTuUnnCb criydam pacchbifikKn CMC-COOBLLEHNI, coagepKaLlmx
MHdopMaLMo 0 TOM, YTO BaHKOBCKasi kKapTa aboHeHTa 3abnokmpoBaHa B CUny
psaa npudnH. MIHorga nogobHble coobuieHns cogepkaT NnpuabiB NEPEBECTH
AeHbIr Ans pa3dnoknpoBKM KapTbl, MHOrAa aboHEHTa NPOCAT NO3BOHUTL UK
OTNpPaBUTb CMC Ha KOPOTKNIN HOMEP.

Heobxo4MmMo NOMHUTL O TOM, YTO eQMHCTBEHHAA OpraHM3auusi, KoTopas
CMOXeT NPOMH(pOpPMNPOBaTL Bac O COCTOSIHUN Ballen KapTbl — 3TO BaHK,
obcnyxumBatowmm ee. Ecnv y Bac ecTb Nog03peEHNSA O TOM, YTO C BaLLEN
KapTOW YTO —TO He B Nopsiake, ecnu Bbl MNONYyYnUnn cMc-yBeoOMIIEHNE O ee
Bnokuposke, HemeasieHHo obpaTuTech B 6aHK. TenedoH KIMEeHTCKOM CryXbbl
B6aHka 06bI4HO YKa3aH Ha obopoTe KapTbl. He 3BOHUTE U He OTNpaBnsanTe



coobLeHna Ha HOMepa, YKa3aHHble B CMC-yBEeQOMJTIEHUN, 3a 3TO MOXET
B3MMaTbCA OONOJIHNTENbHAA nnarta.

CUTYALIUS 4

Ha NMEKTPOHHOM J0CKe
0OBSBIIEHUH WIIM B COLMAJIbHOM CETH
Bbl HALUIM TOBAp, KOTOPBIM TaK J0JITr0
HUCKaJIH, H CTOMT OH HAMHOI'0O JelIeBlie
4eM B JpYrux mecrax?

@ |
AV'TO.Ru@ ' HUKOI'JIA He nepeuncasiite
‘ . JeHbI'H HA YIEKTPOHHbIE KOUIEJIbKH,
facebook
molotok.ru

He YOeAMBIIHCH B 0JIArOHA/IeKHOCTH

KOHTPAreHTa.
BH!LH(U"(’JbH() nocmompume e2o
B KOHTAKTE peumune Ha  0ocke  00OBsAGIEHUL,
nowumatime 0Mm3bl6bl opyaux
II()I\‘}’II(II)I(’_"I(’.I‘I, nouwiume llH(/)()p.\l(Il{lll()

o Hem 6 cemu Unmepnem. Ilodymaiime
HAo mem, noyemy moeap npooaemcs

maxk  oewie6o,  y3Haume — Kakue
apawmuu  Modcem  npedocmasumsb
npooasey.

OauH 13 NonynsipHbIX CNOCO60B MOLLEHHNUYECTB, OCHOBaHHbIX Ha JOBEPUM
CBSI3aH C pa3smellleHMeM 00bSBNEHNIA O NPoAaXe TOBAPOB HA 3NTEKTPOHHbIX
[l0CKax 00BbSABMNEHUN N NHTEPHET-ayKLUMoHax. Kak npaBuno, MoLLIeHHUKM
MPUBMNEKAIOT CBOUX KEPTB 3aHMKEHHBbIMU LIEHaMM U BbIroAHbIMU
NpeanoXeHUsMn 1 TpebyoT NepeduncrneHns npegonnaTtbl NyTem nepeeoaa
[EHEXHbIX CPEACTB Ha 3MNEKTPOHHbIN KOLUENEK.

Bnaropasymue nomoxeT v 3aecb. BHUMaTenbHO n3yymnte ob6bsBREHNE,
NOCMOTPUTE MHPOPMaLUNIO O Nuue, pasMecTuBLLEM ero. Ecnu Toproesas
nrowazika uMeeT CUCTEMY PENTUHIOB NMPoLaBLOB, N3y4ynTe OT3bIBbI,
OCTaBJfIEHHbIE APYrMMW NOKynaTensiMu, He 3abbiBasi, 04HaKo, O TOM, YTO
NPECTYNHUKM MOTYT OCTaBMATb NOMOXUTENbHbIE OT3bIBbI O cebe, NCnonbays
AOMONHUTENbHbIE YYeTHble 3anucu. Bocnonbaymntecb VIHTEpHET-MONCKOM.
WHorga poctaTtovyHO BBECTU B (popMy noucka TesniepoHHbIN HOMEpP unm
ceTeBOW NceBaoHMM Npogasua angd 1oro, 4Tobbl 06HAPYXNUTb, YTO 3TU
AaHHbIe Y>Ke NCMOJSIb30BalnCh B LeNaxX XULLEHUS OeHEXHbIX CPeaCTB U
obmaHa nokynaTernen.

MocMoTpuTe CpPeaHo CTOMMOCTb aHarorMyHbiX ToBapoB. Yepecuyp HU3Kas
CTOMMOCTb [A0SKHa Bbl3BaTb Y Bac nodo3peHue. Ecnu npogaesey Tpebyet
NepevYncnnTb emy NMosHy UM YacTUYHY0 NpeaonnaTty 3a npuobpeTaeMslit




TOBAp Ha 3NEKTPOHHbINA CYET, NogyManTe, HacKONbKO Bbl TOTOBLI A0OBEPSATH
He3HaKoMOMy 4enoBeky. [ToMHUTE, YTO Nepeuncnss 4eHbrM He3HAKOMbIM
nvuam nocpeacTBOM aHOHMMHBIX NNAaTEXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTUIA UX BO3BpaTa B Cryyae, ecriv caenka He COCTouTCS.

CHTVYAIIHA 5

BrI XOTHTE NPHOOPECTH AaBHAOHIETEI
gepes UHTepHET?

HHUKOTI' JA He OOo.Ib3VHTECH
ycayramMu HeNpOBepeHHBIX H
HeH3BeCTHBIX CaliTOB @m0 mOpoJake
On.1eTOB.

3axaxcume oOuremul uepes caum
asuaKxoMnaruu U azewmcemsa,
NOIONCUMETLHO 3aPEKOMEHO08A8ULe20 CeOAR
Ha puikke. He nepesodume OeHvau 3a
buremvl HaQ 31eKMPOHHLIE KOWEALKU UTU
3apybescuvie cyema. IIpu €03HUKHOGEHUU
nooo3perull obpamumecs 3
npeocmasumenLCmeo AsUAKOMNAKUU.

Mokynatb aBnabunetsbl Yepe3 IHTepHeT yaobHo. Bam He HyXXHO HuKyaa
exaTb U CTOATb B odepensix. Bol BbibupaeTe penc, aaty, onnadmsaete bunet
N NonyyaeTe ero CnycTs HeCKOSbKO cekyHa. CerogHs MHormve nioaum
BbIOMpPaAOT MMEHHO Takomn crnocob npnobpeTeHna BMNeTos Ha camoner.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb AaHHY0 cdepy 6e3 BHUMaHUS.
3a nocnegHun rog CyweCcTBEHHO YBENTMYMIOCH KONMYECTBO anob Ha obmaH
NpWn NOKYNKe 3NeKTPOoHHbIX buneTtoB. Co3aaTb MIHTEpHET-CanT No npoaaxe
aBMabuneToB — 4eno HECKOSTbKMX YacoB, HA CMEHY ero HasBaHusd, agpeca u
BHeLLHero odoopmreHust TpebyeTtcs elle MeHbLue BpemeHn. Kak npasuno,
obMmaH pacKkpbiBaeTCsl HE Cpa3y, HEKOTOpPbIE Y3HAKOT O TOM, YTO UX BMNeToB
He CywecTBYyeT, NULb B adponopTy. OTO AaeT MOLIEHHMKaM BO3MOXHOCTb
nepeHectn cBon VIHTepHeT-pecypc Ha HOBOE MECTO M NPOAO0IKaTh CBOKO
NPECTYNHYI0 AEATENbHOCTb No4 APYrMM Ha3BaHUEM.

UTobbl HE MCNOPTUTL cebe OTAbIX UK LENOBYIO NOE3AKY CTOUT BHAMATENbHO
OTHECTUCb K MOKynke aBMabunetos 4Yepes ceTb VIHTepHeT. BocnonbaynTtech
ycnyramm MHTepHeT-canTa aBuakoMnaHum Uiu areHTcTBa no npogaxe
ouneTos, 4aBHO 3apekomMeHaoBaBLlero cebsi Ha poiHke. C OCTOPOXHOCTbLIO
OTHECUTECH K OeATENbHOCTN HEU3BECTHbLIX BaM CanTOB, OCOBEHHO TeX,
KOTOpble NMpuBMeKkatT Balle BHUMaHWE cneunanbHbIMy NPearioXeHNaMn n
HU3KUMK LeHamun. He nepeBoanTe AEHbIMM Ha ANIEKTPOHHbIE KOLLENbKU UMK
cyeTa B 3apybexHblx 6aHkax. He noneHntTecb NO3BOHUTL B



NpeacTaBUTENbCTBO aBMAKOMMNaHMUK, YTODObl yOeamTbecs B TOM, YTO Balll PENC
CyLLleCcTBYeT 1 buneTbl Ha HEro elle ecTb. ATU NPOCTbIe NpaBuna No3BoNAT
BaM C3KOHOMMUTb [eHbI U cbepeyb HePBbI.

CHTYAIIAA 7

OOmaeTecs B HHTEpHETE H HMeeTe

HUKOI'JA =He pa3memaiite B
OTKPBITOM JOCTYHEe H He Hepejaeaiite
pEdopManHI0 JHYHOIO XapakKTepa,
KOTOpas MOXeT ObITh HCHOO.Ib30BaHA BO
Bpea.

Obwerue & cemu € 3HA4UMEILHOU
Mepe obe3nuqeHo, u 3a gomozpaguei
NPOPUNA MONCEM CKDBIEAMBCA KIMO VZOOHO.
ITomuume o momMm, wmo eudeo u

Rt e e L S urd Ly, GLAa ki

cemegoll  Mepenucku, Mozym  Oumb
COXPaHeHsl 210V MBIULTCHHUKAMU u
gnociedcmeuu UCNOIbL3I0EAHB] g
NPOMUEONPAGHBIX YelaAx.

Ecnun Bbl nonyyunnu CMC nnn MMC coobLueHne co CChbISTKOM Ha CKayMBaHue
OTKPbITKW, MY3bIKW, KAPTUHKN UITX KaKOW -HUOYab NporpamMmsl, He cnewunTe

OTKpbIBaTb €€. [lepenas no ccoinke Bbl MOXETE, caMu TOro He NoL03peBas,
NONy4YnTb Ha TernedoH BMPYC UM 0POPMUTL NOLMMUCKY HA NraTHbIE YCryru.

MocmoTpuTe, C Kakoro Homepa 6bIno oTNpaBneHo BaM coobuleHune. Jaxe
ecnu coobLeHne npucnarn KTo -TO U3 3HaKoMbIX BaM nogen, byaet He
AULWHUM OOMOMNHUTENBHO Y6eanTbcsa B 9TOM, BeAb coobuieHne Mormo 6biTb
OTNpaBfeHo ¢ 3apaxeHHoro TenedoHa 6e3 ero Begoma. Ecnu otnpasutenb
BaM He 3HaKOM, HE OTKpbIBanNTe €ro.

MoMHUTE, 4TO YCTaHOBKA aHTUBMPYCHOIO NporpaMMHOro obecnevyeHmst Ha
MOOMNBbHOE YCTPOMCTBO - 3TO HE NMPUXOTb, a Mepa NO3BONsLLAsA NOBbLICUTb
BaLLy 6e30nacHOCTb.



HE OTKPbIBAKTE [IBEPb HE3HAKOMbIM

NOAAM, AKE €M OHX NPEACTABNAOTCA
paboTHUKaMK couManbHbIX, rA30BbIX,
NEKTPOCHABXKAOLMX CTYXO,

NOAMLIMK, NOAMKAMHKKK, XKKX 1 T.0,
lNepe3BoHuUTE U YTOUHUTE,

Hanpaensm n K Bam atoro cneumanucral

HE OBEPAIMTE,

ecnm BaM 3BOHSAT M COOBLLAIOT, YTO

Baww poacTBEHHMK MM 3HAKOMBINA

nonan B aBapuio, 3a peLleTky, B 60NbHULY
wnu coseplumn [TT1, n Tenepb

33 Hero Hy>kHO BHEeCTU 3anor, Wwrpad,
B3AITKY, KyNWTb A0POrve Nekapcrea -

B obiwem orkynutbes. IT0 OBMAH!

bYALIE
bAWTENbHbI!

JBOHUTE B NONMULMID
02/102

becnnartHas
“ropauan nuxva MBJ Poccun”

8-800-222-14-41

@g

HesHakomeL, coobLuaeT o BbiMrpbiLLe,
GnokMpoBKe BaHKOBCKOM KapTbl,

0 nepecyeTe KBapTnaTbl, CPOYHOM 0bMeHe
[eHer Ha oMY WM npepnaraer
npuobpecTy ToBapbl 1 TabneTku

MO HU3KUM “NbIOTHLIM” LieHaM?

HE BEPBTE - 3T0 MOLLEHHWYECTBO!

MHorve nogun ceroaHs MNOJ1Ib3YHKTCA pa3JiIndHbIMU NporpaMmmMamMum an4a obmeHa
COOOLLEHNAMN N UMEIDT adKKayHTbl B COUMalribHbIX CETAX. [na mHormx



obLleHne B ceTu CTarno HacTombKO NPUBbLIYHbIM, YTO NMPAKTU4YE€CKN NMOJTHOCTbLIO
3aMeHNINo HenocpeacTtBeHHOE XNBOE obLieHne.

[MpecTynHMKaM B HaLUWM OHN HE HY>XHO NPOBOAUTL CIOXHbIE TEXHUYECKNe
MeponpusaTUSa ONs NoNyYeHus 4OCTYNa K NepcoHarbHbIM AAaHHbIM, NI0AM
OXOTHO genartca umm camun. Pasmelyas getanbHble cBefeHus o cebe B
coumanbHbIX CETSAX, NONb3oBaTeNM AOBEPSAIOT UX Thics4YaM NIOAEN, Aaneko He
BCE 13 KOTOPbIX 3aCny>X1BalT JOBEPUSI.

OG6LeHne B ceTu B 3HA4YNTENBHOM Mepe 06e3nnyeHo, 1 3a gotorpaduen
Npodunna MOXeT CKpbIBaTbCS KTO YrogHo. NoaTomMy He crieqyeTt packpblBaTb
Mano3HaKkoOMOMY YerloBeKY Takme nogpobHOCTU BaLLen XNU3HU, KOTOpble MOryT
ObITb MCNOMb30BaHbl BO Bpes. [MoMHMUTE O TOM, YTO BUAEO U
ayouMoTpaHCcnsALMn, paBHO Kak M Norv Ballen ceTeBOn nepenmckun, MoryT bbiTb
COXpPaHEHbI 3r10yMbILUNIEHHUKaMMX 1 BNOCNELCTBUM UCNOSMb30BaHbI B
NPOTUBOMNPAaBHbIX LEensx.

He 3abbiBainTe, YTO HUKTO NyyLle Bac caMmx He CMOXET N03aboTUTbCS O
COXPaHHOCTN TOM JINYHOW MHPOPMAaLMN, KOTOPOW Bbl HE XOTUTE OENINTLCS C
00LLEeCTBEHHOCTbIO.

[MTAMATKA

CoBeTbl No onpegenenunto VIHTepHeT-pecypcoB, HECYLLIMX NOTEHUMASTbHYIO
yrposy donmHaHcoBoMy 6narononyymo nosib3oBarene




2 KAK HE CTATb XEPTBOH .7
== MOLIEHHHKOB.
Bam no3sonunuinpucnanu SMS ¢ HenapecTHoro HoMepa ¢ npocs6oi 0 NOMOLLK

621M3KOMY YenoBeky

‘He Bnapalite B naHuKy, He TOPONMTECH NPEANPUHUMATD AEHCTBHA MO - N
WHCTPYKUMAM HEH3BECTHBIX NIOAEH

-Japalite 380HALLEMY BONPOCHI IUYHOTO XapaKTepa, NOMOraiollue OTAHYHTH a
6nuakoro Bam yenosexa oT MOWEHHHKA

Tloa nioBbiM NPEANOroM NOCTapaiTech NPepsaTh KOHTAKT ¢ COBECEAHUKOM,

NEpe3BOHHTE POAHBIM U Y3HAWTE, BCE MW Y HUX B NOPAZKE —

‘He Toponutecs cneposarb MHCTPYKLLHAM U 0TBEYATD Ha 3anpoc

‘He coobuiaiTe nepcoxanbHbie AaHHbIE HEU3BECTHBIM NULLAM, AaXE ECNH OHM
NPeACTaBNATCA COTPYAHMKAMH Banka

IpoBepbTe HHOOPMALLMIO, NO3BOHKB B KOHTAKTHbIN LLEHTp BaKka
‘Hesamepnurensho oBpatuTech B NPaBoOXpaHUTENbHbIE Oprakbl

‘He oTKpbiBaiTe BNOXEHHbIE DAHNbLI, HE NEPEXOAKHTE NO CCINKAM, YANHTE
NoA03pUTENbHOE CooblLeHKe

‘Ucnonb3ylite aHTUBMPYCHOE NporpaMMHoe obecneyenue AnA TeNedoHoB
TONbKO OT OOHULMANbHbIX NOCTABILMKOB

Jawurure csoi Tenedon, noaknioynre BECMIATHYIO yenyry «Cron-koxTeHT»

‘Bbl 3an0A,03puNKM HHTEPHET-NPOAABLLA B HEA06POCOBECTHOCTH

‘HeoGxoAuMO 0CTaBATLCA GAUTENbHBIM, HE NPHHUMATb NOCNEWHbIX PeLIeHHH 1
NP NepPBbIX Xe NOA03PEHUAX 0TKA3ATbCA OT NOKYNKM

‘Berpevarbea ¢ NpoAaBLOM B 06LLECTBEHHOM MeCTe, Tak Kak 310 Haubonee
GeaonacHblif U rapaHTMpoBaKHbIi cnocob nokynku. Cneayer nepepasatb
AEeHbIW NPOAABLY NIMYHO B PYKH Cpa3y nocne noiyyeHus Topapa

‘HuKOrAa He nepeBoAUTL HE3HAKOMbIM NIWLLAM AeHbIH B KaYyecTse NpeAonnarbl

UHdopmauua HLUB UHTepnona MBIl Poccuun
O CaMbIX pacnpocTpaHeHHbIX BUAax MOLWEeHHNYeCKUX AeNCTBUN C
MUCNosib30BaHMEM KOMMbIOTEPHbIX TEXHOSOMMMN.



YBaxaewmble rpaxgaHe! Ecnn Bbl OTHOCUTECH K aKTUBHbBIM NOMNb30BaTESSAM
NHTepHeTa, To pekomeHayem Bam oba3aTenbHO npoynTaTh 3TOT MaTepuan!

MOLUEHHMYECTBO - 3TO XMLLIEHNE YY)XKOro MMYyLLIECTBA UM NpUobpeTeHne
NpaBa Ha Yy>Xoe NMyLLLeCcTBO NyTEéM obmaHa unuv 3noynoTpebneHns
aosepueM. NogobHaga npectynHas AesaTenbHOCTb NpecrnenyeTcst 3aKOHOM
He3aBMCMMO OT MeCTa COBEpLUEHNS - B peasibHOW Unn BUpPTYyaribHOW cpeae.

MOLLUEHHUKM NOCTOSIHHO U3bICKMBAOT BCE HOBbIE Y HOBbIE BapuaHTbl XULLEHNS
YY>KOro umyLlecTBa. KpaTko 0CTaHOBMMCSI HA caMbiX pacnpoCTPaHEHHbIX.
«BpayHble MOLWEeHHNYecTBa»

TUNNUYHBIN MEXAHU3M: C UCNONb30BaHMEM ceTU NHTepHeT

NpenMyLLEeCTBEHHO Ha canTax 3HAaKOMCTB NPECTYMHUKN BbIBUPatoT XXepTBY,
HanaXuBarT C HAM 3NIEKTPOHHYO NEPENUCKY OT MMEHN AeBYLUEK, obeLlad
npuexaTb C Lefibio co3gaHus B byayuwem cembin. 3aTem nog pasnmyHbiMu
npeanoraMmm «HEBECTbI» BbIMAHUBAKOT AeHbIM (Ha neYeHne, NoKynky
MobunbHoro tenedoHa, npnobpeTteHne dbuneTos, onnatbl BU3bl U T.4.).
Mepenucka BegeTcs rnaBHbIM 06pa3oM CTyAeHTaMU NIMHIBUCTUYECKUX
BY3oB. HanpasneHHble xXepTBaMun AeHbIM NPECTYMHUKMA NOoSyvatoT Ha
noAcTaBHbIX Nuu. MNocne nonyyeHust CpeacTB nepenncka nog pasnuyHbIMm
npeasioraMmun rnpekpatiaeTcs.

«lMpuobpeTeHne ToBapoB U ycnyr nocpeactsBom cetu UHTepHeT»

Mbl HACTOSBbKO NPMBLIKAN NOKYNaTh B MHTEPHET-Mara3mHax, 4To 4acTo
CTaHOBUMCSI HEBHUMATESbHLIMU, YEM U NOSIb3YHOTCA MOLLUEHHUKN. OBbIYHO
cxema MOLLUEHHMYECTBA BbIMSANT TakK: CO30aéTCs CauT-OAHOCTPAHUYHUK, Ha
KOTOPOM BblKNaablBalOTCH TOBapbl OAHOMO BU3yaribHOro npuaHaka. LleHa Ha
ToBapbl 06LIYHO BECbMa NpUBMEKaTenbHas, HUXe cpeaHEPbIHOYHOMN.
OTCyTCTBYIOT OT3bIBbl, MUHMMANEH MHTEPMENC, YKkasaHbl CKYaHblE
KOHTaKTHble AaHHble. Halle BCcero Takme MHTepHeT-Mara3mHbl paboTatoT no
100% npeponnare. lNepenucka o NpuobpeTeHnn TOBapOB BEAETCS C
NCMNONb30BaHMEM 3SIEKTPOHHbIX MOYTOBbIX AWMKOB. [10 4OrOBOPEHHOCTN C
Npo4aBLOM OeHbIM NEPEYNCATCA, Kak NpaBuIio, 3a rpaHuuy vyepes
"Western Union" Ha umeHa pasnuyHbix niogen. KoHevHo xe, ncesao-
npogaseL, nocne nonyyvyeHna geHer ncyesaer!

«Kpuk o nomowm»

OfavH 13 caMbIX OTBPaTUTENbHbBIX CMOCOOOB XULLIEHMS JEeHEXHbIX cpeacTs. B
NHTEpPHETe NOoSIBNSeTCH Ayllepasanpatollas nctopumsi o bopbbe maneHbKoro
YyernoBeka 3a XU3Hb. Bpems naét Ha yacbkl. Cpo4yHO HEOOXOoaAnMbI Joporne
nekapcTBa, ornepauus 3a rpaHuuen u 1.4. MNpocaT okasaTb NOMOLLb BCEX
HEepPaBHOAYLLHbIX U NEePeBECTU AEHbIVN Ha YKa3aHHbIE PEKBU3UTI.

Mol He npu3biBaeM OTKasbiBaTb B MOMOLLUM BCeM KTO npocut! Ho! MNpexae yem
nepeBoaNTb CBOU AEHbIN, MPOBEPLTE - UMEKTCS NN KOHTAKTHbIE JaHHble A4
CBSI3U C poauTensamMmm (poaCTBEHHMKAMK, ornekyHaMmmn) pebeHka. MNMo3BoHUTE
UM, HANOUTE UX B couceTsx, nooblanTtecb U ybeantecb B YECTHOCTH
HaMepeHUMN.



«DOULLINHMD

AsnseTcs Hanbonee onacHbIM U camMbiM PacnpPoCcTpPaHEHHbIM CNOCO60M
MOLLUEHHNYeCTBa B MHTepHeTe. CyTb 3aKknto4aeTcsa B BbIMaHMBAHUN Y XKEPTBbI
naponemn, NuH-kogos, Homepos U CVV-kogoB. CxeM, KOTOpble MOMOoratoT
MOLLEHHMKaM MONYYnUTb HYXXHble CBEAEHUS, O4EHb MHOTO.

Tak, ¢ NOMOLLLIO CnaM-paccChIfioK NOTEHUMANbHbLIM XXepTBaMm OTNPaBnATCSA
NOANOXHbIE MMCbMA, AKOObI, OT MMEHW NeranbHbIX OpraHn3auunin, B KOTOPbIX
AaHbl yKasaHus 3anuTu Ha "CanT-ABOMHUK" TAKOro yuypexgeHns v nogrBepanTb
naponu, NMH-KoAbl U ApYryo MHpopmMaLnio, NCNob3yemylo BrnocrneacTsmm
3M10YMbILUSIEHHUKAMU 19 KpaXkn AeHer co cyeTta XepTBbl. [JocTaTtouHOo
pacnpoCTpaHeHHbIM ABMNSETCS NpeanoXxeHne o paboTe 3a rpaHuLEn,
yBeJOMIIEHMNE O BhbIUIPbILLE B NIOTEPEN, @ TaKKe COOBLEHNS O NOTyYEHUN
HacneacTea.

«Hurepunckue nucobma»

OanH 13 camblx pacnpoCTpaHEHHbIX BUOOB MOLLEHHMYecTBa. TunuyHas
cxema: XepTBa Mnofly4yaeT Ha CBO MOYTY NMMCbMO O TOM, YTO ABNSETCS
cyacTnusbiM obnagatenemM MHOrOMUMSIMOHHOIO HacneacTea. 3aTtem
MOLUEHHUKN NPOCAT Y nonyyaTtens nMcbmMa NOMOLLM B MHOTOMUSISTMOHHbIX
AEHeXHbIX onepaunax (nonyyeHue HacrneacTea, nepesos AeHer U3 o4HOM
CTpaHbl B Apyryto), obeLuas npoueHT oT caenku. Ecnu nonyvarens
cornacuTcs yyactTBoBaTb, TO Y HEroO MOCTENEHHO BbIMAHUBAKOTCH AEHbIMN
AKobObI Ha onnaty cbopoB, B3ATOK YAHOBHUKAM U T.1.

«BbpokepcKkue KOHTOpPbI»

C Havana Tekywero roga B HUB NHTepnona MBL Poccun HabntogaeTcsa
3HAYMTENbHbIN POCT KonnyecTsa obpalleHnin rpaxaaH, nocTpagasLUnx oT
AEeNCTBUN DPOKEPCKMX KOHTOP.

B pacnopsixeHun Bropo nmeetca nHgopmaumsa o criefyroLmnx
HedobpoCcoBECTHbIX Bpokepcknx komnanmax: «MXTrade», «kMMC1S» n
«TeleTrade».

[ns Toro, 4To6bl HE NOTEPATL CBOM AEHBIM NpU BbIbOpe BpokepcKon
KOMMaHum HeobxoanmMo obpallaTb BHUMaHWE Ha criegyloume npusHaku,
KOTOpble XapaKkTepu3yT KOMMNaHIO-MOLLEHHMKA: 0BeLLaHNne BbICOKNX
NPOLEHTOB, OTCYTCTBME pernctpauunmn, obewaHme ctabunbHom Nnpuodbinm
HOBUYKaM- Tpengepam.

Mepen Tem, Kak AOBEPUTL CBOW KanuTarn, BHUMAaTElNbHO U3Y4YnTe He TOMNbKO
MHTEPHET-PECYPChI, HO 1 oduLIManbHY MHdopMaLMo 0 Bpokepe n ero
pernameHT.

BaxHo! NoMHUTEe, 4TO MHBECTUPOBaAHWE, NpeanaraemMoe Ha yCIioBUAX
OpoKepckon KoMNaHun, BCcerga siBAsSeTCs BbICOKO PUCKOBAHHbLIM aXe npu
HanMumMm 6e3ynpeyHon penytaunm 6poKepcKon KOMMaHUN.
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NMAMATKA

00 OCHOBHbIX crnocobax AUCTAaHLMOHHOIO MOLUEHHUYecTBa

HeCMOTpFl Ha NpHNMMaemMble NPaBOOXpPaHUTEJIbHbIMWN OpraHamMmn Mepbl,
ONCTaHUMOHHbIE XNLLEHUNA C NCIMOJTb30BAHNEM I/IH(bOpMaLI,I/IOHHO-
TENEKOMMYHUKaLUNOHHbIX TEXHONOMM cTpemMnTeribHO Ha6|/|pa+0T cuny.

MOLUEHHMKM YMESIO NCNOMb3YHT BCHO AOCTYMNHYO MHGOPMaLNIO U
COBpPEMEHHbIE TEXHOMOMMKN, pasbuparoTcs B NCUXONOrMn Nogen, BolHyXXaas
XepTBY packpbiBaTb BClO MHopMauuto o cebe nnbo cosepLiaTb T UNKU UHbIE
AENCTBUSA, UCMNOSb3YIOT YenoBeyveckme craboctu (CTskaTenbCTBO, anvyHOCTb),
4yyBCTBa (CocTpagaHue, 06eCnoKOEHHOCTb 3a BIIN3KKUX, KanocTb) B CBOUX
KOPbICTHbIX MHTEpECaXx.

OCHOBHbIE N3BECTHbIE CXEMbl TeNe(OHHOro MOLIEHHNYECTBA:
1. Cnyyau ¢ poaCTBEHHUKOM.

MoLleHHMK npeacTaBnseTcs poACTBEHHUKOM (3HAKOMbIM) Y B3BOSTHOBAHHbLIM
ronocom no TenegoHy coobLiaeT, YTO 3agepxaH COTpyaHUKaMu Nonuummn 3a
coBepLueHue npectynnieHna (cosepwmn O T, xpaHun opyxue nnm
HapKOTUKK, HAHEC TAXKKME TenecHble nospexaeHus). [lanee B pasrosop
BCTynaeT sKoObl cOTpyaAHMK nonuuuun. OH yBepeHHbIM TOHOM coobLaeT, 4YTo
yXe He pa3 «rnomMmoran» fnogamM Takum obpasom. Ho ecnu paHbLUe AeHbrn
NPUBO3NNN HENOCPEACTBEHHO MY, TO cernyac AeHbrm Heo6xoaANMOo NpMBeE3TU
B onpeneneHHoe MecTo, nepenatb Kakomy-nnbo yenoseky, NMOO nepeBecTu
Ha cyeT (aboHeHTCKnin Homep TenedoHa).

2. Po3blIrpbiw npn3oB (3To MOryT ObITb TernedoH, HOyTOyK, aBTOMOOUIb

u ap.).

Ha tenedoH aboHeHTa COTOBOW CBSA3M NPUXOANT CMC-CooDLLEeHne, 13
KOTOPOro crieqyeT, YTo B pe3yribTate NpoBeAeHHOW NIoTeEPEN OH Bbirpan
aBTOMOOUNb. [Na YyTOYHEHUS BCEX AeTanen noTeHunanbHOM XXepTee
npegnaraeTcs NOCETUTb ONpedeneHHbIN CanT U 03HAKOMUTBLCS C YCITOBUSIMU
akumm, nmbo No3BOHUTL MO OAHOMY M3 YKa3aHHbIX TefleOHHbIX HOMepPOoB. Bo
BpeMsi pa3roBopa no teriepoHy MOLLIEHHMKN COOBLLaOT O TOM, YTO ANs
BbIMNONTHEHNA HEOOXOANMbBIX dOpManbHOCTEN (YniaThl FOCMOLUSNHLI,
odopmMeHns HeobxoaMMbIX AOKYMEHTOB, OnfaThl 32 KOMUCCUIO NepeBoa)



cyacTnmBomy obnagartesito HOBEHbLKOro aBToMobumnsa Heob6xoanmo
NepeyYncnuTb Ha CHET YKasaHHY0 UMW CyMMY, a 3aTeM HabpaTb
onpeeneHHyo KoMbuHaumo Lmgp n cCMMBOOB, KOOI 45151 MPOBEPKM
NOCTYNSIEHNA OEHET Ha CYET N NOMyYeHust «koda pernctpauumy». Kak Tonbko
XepTBa 3aBepLUaeT YKasaHHble MaHUMynsaunmn, cHeT obHynseTcs, a
MOLLIEHHMKN Uc4e3aroT B HEM3BECTHOM HanpaBfeHun.

Ecnu BbI y3Hanu o npoBeaeHnn notepen ToNbKo TOraa, Koraa «Bbliurpanm»
aBTOMOOWNb, €CNu Bbl HE 3aMnOSTHANKN 3asiBKY Ha y4yacTue B Hen NIMbo Kakum-
nnbo apyrmm cnocobom He noaTBepXxgann CBOe yyacTue B po3birpbille, TO,
BEpOsSITHEE BCEro, Bac NbiTaloTcs 06MaHyTb. byabTe OCTOPOXHbI!

3. SMS-npocbba.

ABOHEHT nonydaeT Ha MOBUIbHLIN TenedoH coobLueHne: «Y MeHsd
Npo6remMbl, MO3BOHU MO TaKOMY-TO HOMEpPY, €Cinn HOMEP He OOCTYMEH,
MOJSIOXKN Ha HEro onpeaerieHHY0 CyMMY 1 Nepe3BoHNy. YenoBek nononHaeT
CYET N Nnepes3BaHMBaET, TenedoH No-NpexXHeMy He JOCTYMNEH, a AEHbMN
BEPHYTb y>K€ HEBO3MOXHO.

4. TenedOHHbIN 3aKa3 OT pyKoBoAUTesNen NpaBooOXpaHUTESIbHbIX U
rocyaapcTBeHHbIX OpraHoB BJflacTu.

Ha TenedoH aboHeHTa (NpeanpuHMmaTens, pykosoautens obbekra
0OLLLECTBEHHOIO NUTAHNA, TOProBOro ueHTpa fmbo ux coTpyaHukam mn gp.)
NoCTynaeT 3BOHOK OT NpaBOHapyLUUTENS, KOTOPbIA NpeaCcTaBnaeTCs OgHUM
N3 pykoBoguTenen npaBooXpaHUTENbHbIX OpraHoB (MpoKypaTypbl ropoda u
Ap.) U NPOCUT MOMOSHUTL CYET ero TenedoHa, OMONHUTENBHO K 3TOMY
NpoOCUT, Hanpumep, 3abpoHNpPoOBaTL CTOMNK B pecTopaHe 1 coobLLaeT, 4To no
npuesay Ha ob6beKT paccumtaeTcs. He goxungascs npuesaa skoobl
AOJHKHOCTHOMO NnLa, PyKOBOACTBYACH MPUMHLUMNOM YBaXXeHUSI 1 OBEPUS K
PYKOBOAUTEMIO HAa3BaHHOW AOSMKHOCTM B MPaBOOXPaHUTENbHbIX OpraHax,
noTepnesLWwnin NepeBoanT Yepes TepmMmmHan 6aHka, Nnbo Yepes uHble
doMHaHCOBbLIE YCNYIN OEHEXHbIE CPEeACTBa B YKa3zaHHOM CyMMe.

5. MnaTHbIN KoA.

[MocTynaeT 3BOHOK, AKOBbI OT COTPYAHMKA CrY>XObl TEXHNYECKOM NOOAEPKKM
onepatopa MoOBUNbLHOW CBA3N, C NpeaNoXeHNneM NOAKMIYNTb HOBYHO
9KCKITHO3UBHYIO YCyry unv gnsa nepeperncrpauum Bo nsbexaHne oTKNoYeHus
CBSI3U U3-3a TeXHUYecKoro cbos, unun onga ynyyweHust kayecTtsa cBasn. [ns
aToro aboHeHTy npeanaraeTcs HabpaTtb No4 AUKTOBKY KOA, KOTOPbIN
ABNSeTCs KOMOMHaumen gnsa ocylecTesneHms MobunbHoro nepesoga
AEHEXHbIX CPeaCTB CO cyeTa aboHEHTa Ha CYET 3JTI0YMbILLSIEHHMKOB.

6. lLTpadHble caHKUuMKM onepaTopa.

3MOoyMbILLMIEHHUK NPeACTaBNSAETCA COTPYAHUKOM CyX0Obl TEXHUYECKOWN
noaaep Kk onepartopa MobUnNbLHOM CBA3N U cooblaeT, YTO abOHEHT CMEHWU
Tapu@HbLIN NnaH, He ONOBECTMB onepaTopa (Takke MoryT 6biTb BapuaHTbl: He
BHEC CBOEBPEMEHHYIO onnaTy, BOCMNOMb30Basca ycryramm poymmHra 6es
npegynpexaeHns) u, COoOTBETCTBEHHO, eMy Heob6XxoaMMo onnaTuTb WTpad B



onpegeneHHOM pasmMmepe, KynmnB KapTbl 9KCnpecc-onnaTbl U COo0LMB nX
KOAbl.
7. OWNGOYHbLIN NepeBo CPeacTB.

ABoHeHTy noctynaeT SMS-coobLleHne 0 NOCTyneHnn CPeacTB Ha €ro CYer,
nepeBedeHHbIX C NoMoLbo yernyrn «MobunbHbin nepeson». Cpasy nocne
3TOro NOCTynaeT 3BOHOK Y MY>KYMHA (MK XEHLLKUHA) coobLLaeT, uTo
ownboYHO nNepeBen AeHbIM Ha ero CYET, NpU 3TOM NPOCUT BEPHYTb UX
obpaTHo Tem xe «MobunbHbIM NepeBoaoM». B A4eNCTBUTENBHOCTU OEHbLIN HE
NOCTynarT Ha Tene@oH, a YenoBek NepeBoanT CBON COBCTBEHHbIE CpeCTBa.
Ecnu no3BOHNTb NO YKa3aHHOMY HOMEpPY, OH MOXET ObITb BHE 30HbI JOCTyNa.
Kpome Toro, cywecTtByoT Takne Homepa, Npu OCyLLECTBIEHUMN BbI30Ba Ha
KOTOpble C TernedoHa CHUMaKTCA BCe CpeacTBa.

8. MNpepnoxeHue nony4untb aoctyn K CMC-nepenncke u 3BOHKam
aboHeHTA.

YunTbiBasi CKIMOHHOCTb HEKOTOPbIX rpaXkaaH «NOLINUOHUTLY» 3a BNN3KNMn n
3HaKOMbIMMU, 3rI0YMbILLIIEHHMKAMMN UCMOMb3YeTCcs cnefyollas cxema
MOLUEHHMYeCTBa B ceTu IHTepHEeT: nonb3oBaTtento npeanaraeTcs U3yumTb
coaepXaHne CMC-COOBLEHNIN U CMIMCOK BXOAALLIMX N UCXOAALLINX 3BOHKOB
NHTepecytowero aboHeHTa. [1na aToro Heo6xoANMO OTNPaBnTb COOOLLIEHNE
ctoumocTblo oT 10 go 30 pybren Ha ykasaHHbI KOPOTKUIA HOMEDP 1 BNUCaTb B
npegnaraemyto opmy Homep TernedoHa aboHeHTa.

Mocrne Toro, kak norib3oBaTesib OTNPaBISeT CMC, C ero c4eTa CnucbiBaeTcs
cymma ropaszgo 6onblue Ton, 4To Bblna ykazaHa MOLUEHHUKamMK, a
NMHTepecyoLaa nHopMaunsa BNOCNeACTBUM TakK U HE NOCTynaer.

9. NMpopaxa nmyLecTBa Ha MHTEepHeT-canUTax.

Mpun 3BOHKE Ha TenedoH, pa3MeLleHHbIN Ha IHTepHeT-canTax 06bsaBneHni
(ABuTo, ®apllocT, [Jpom v ap.) npaBoHapyLMUTENb NPOCUT NOMNOSHUTbL CYET
ero tenedgoHa, nMbo coobLMTb AaHHbIE N HOMEP KapTbl NOTEpMeBLUEro Ans
nepeBoja OeHEeXHbIX CPeCTB B KayecTBe 3aZaTka 3a Tosap. [locne
coobLeHNa faHHbIX KapTbl MPOUCXOAUT CMCaHMNE OEHEXHbIX CPeacCTB.

10. HoBasa cxema TenecoHHOro MmoweHHN4YecTBa «BULLIMHMY.

OpQHoM 13 pacnpoCTpaHeHHbIX CXeM KnbepnpecTynHUKOB B NocneaHue rogbl
cTan «BuwuHr» — 310 BUA MOLLEHHNYECTBA, NPU KOTOPOM 3M0YMbILLNIEHHUKN
noa nobbIM NPeasioroM BblHYXXAAT HAac NPeaoCcTaBNATb
KOHPUAEHLUManbHble AaHHbIE B «HALLUUX COOCTBEHHbIX MHTEPECcax», TO €CTb
MCKYCCTBEHHO CO34aeTcs cuTyaums, Tpebytowas nomMoLu oT cneyunanumcra.

Llenb MmoweHHMKOB nog NobbIM Npeanorom n3Bneydb CEKPETHYIO NINYHYHO
MHGOpMaLMIo O KpeanTke. [Anga nonyyeHns goctyna K KoHunaeHumanbHbIM
AaHHbIM Bnajenbua MHUMbIE MOMOLLHUKN UCTONb3YIOT TerlePOHHY0 CBA3b
Kak B aBTOMaTU3MPOBaHHOM pexunumMe, Tak U HanpsMyto oT MHUMOTO
«onepaumoHmcTay BaHKOBCKOro cektopa.

Bo MHOrmx cnyyasix B Te4eHme gHS HaMm NOCTOSIHHO Ha4YMHaKT 3BOHUTb Ha
MOBOUNBbHUK C HE3HAKOMOIro MOCKOBCKOro HOMepa, HavymHatowerocsi Ha 495.



3BOHKM C MOCKOBCKMX HOMEPOB 0BbIYHO HACTOSIbKO HAaCTOMYMBLI (MHOrAa 4O
AECATN 3BOHKOB 3a [€Hb), YTO Mbl 324acCTyt0 YCTyNaemM 1 OTBEYaAEM Ha HUX.

Kak TonbKo Mbl OTBEYaeM Ha 3BOHOK, HAM Cpa3y cooOLLalT BaXHYHO
NHOPMaLIMIO O BO3HUKLLMX Npobriemax C Hallen KapTon, Hanpumep, YTo OHa
3abnokmpoBaHa, a cnyxba 6esonacHocTn 6aHka npegoTBpaTmna NonbITKy
HeCaHKLUNOHMPOBAHHOIO CnNucaHus. 3aTemM 3BOHSALWMI NpeanaraeT NoOMOLLb B
CNOXMBLLENCS CUTYaL WX, HA KOTOPYH MHOIME 13 Hac cornawlaroTcs.

Hac y6exgalT B CPOYHOM peLleHnM BO3HUKLLIEN CUTYyaL MK, NOKa eLle He BCe
AeHbrn ykpageHbl. O4yeHb nocnegoBaTenbHO MOLEHHUKN CTaparoTca
MOSTy4NTb OT HAC BCIO NIUYHYIO MHAOPMALMIO O KpeauTKe, NPUChINatoT HOBbIE
naponu u NMMNH kogsbl B CMC-yBegomMneHnax. YcrnokamsatoLwmm rosiocom
«b6aHkoBCKMe paboTHUKM» nNpeanaraloT pasfvyHblie BO3MOXHbIE BapuaHThbl
3aLunThI.

[oragaTtbCs 0 TOM, YTO NOBGE3HLIN NOMOLLHMK Ha OPYroM KOHLE nNpoBoa
SIBNSETCS MOLIEHHUKOM He BCerga fierko, Ho B fitobom crniyyae 3TO BO3MOXHO.
M3Ha4anbHO MOXHO nobnarogaputb 3a 6aMTENbHOCTb U y3HaTb AOSKHOCTb,
MHULManNbl 3BOHUBLLErO COTPYAHUKA KPeOUTHOM OpraHu3aumnm n npeanpuHATb
NONbITKY JO3BOHUTLCS MO ropAYen NIMHNUN.

Mcnonb3oBaTth AnS BbISCHEHUS CIOXMBLUENCA CUTyauumn ny4ywle apyrov CBou
HOMep, MOTOMY YTO Ha CErOAHALIHUNA LEeHb Y BbIMOraTenemn cywecTsyoT
TEXHOJSIOrMK, NO3BONAKOLLNE NepeHanpaBnATb BCe NOCreayoLLne 3BOHKN Ha
TenegoHHoOe YCTPONCTBO MOLLEHHUKOB.

11. X1weHusa ¢ KapT, NOAKNMOYEHHbIX K ONMUMU OECKOHTaKTHbIX
nnaTexemn.

[na npoBegeHnsa onnatbl NO TaKOW KapTe 4OCTAaTOYHO NPUNOXUTb €€ K
TepmuHany. Beog NNH-koga He TpebyeTtcsa ecnu cymma He npesbiwaeTt 1 000
pybnein. MNpn 3TOM KONMYECTBO PacXOAHbIX TPaH3aKLMA HE OrpaHNYEHO.

YT006bI NONYyYnTh AEHLIMN, MOLUEHHMKY Aa)e He NoHagobutcs BopoBaTb KapTy
y KnueHTa. Ecnun B 06LLIECTBEHHOM TpaHCMOPTE NOAHECTM YCTPONCTBO K CyMKe
NN KapmaHy Bnagenbua, To cpeacTBa cnuwyTes. [Ansa aTux uenem
MOLUEHHWKN U3roTaBMMBalOT CaMOEbHbIE NEPEHOCHbIE CYUTLIBATENN UMK
MCNONb3ylT BaHKOBCKME TepMUHanbl, 0OPMIIEHHbIE MO (PUKTUBHBLIM
AOKYMEHTaM.

Takxe B TeKyLLeM rogy 3/10yMbILLSTIEHHUKM NPOLAOITKAKT aKTUBHO
MCcnosib30BaTh PULLNHE B COLMANbHbIX CETAX U OHSTaNH-MeCCeHKepax.
HanbonbLuyto Bbirogy MOLEHHUKaM MPUHOCAT MaxuHauum yepes ABUTo, C
MOMOLLIbIO KOTOPbIX OHW MOMyYatoT JOCTYN B OHManH-6aHK.

12. Banom akkayHTa gpyra.

JMogn moryT gaxe He Nogo3peBaTh, YTO UM NULLIET NOCTOPOHHUIA YESOBEK MNoA
BMOOM POACTBEHHMKA, Apyra, ¢ npocbbon nepesofa AeHer B CBA3N C
npounsoweawmnm ropemM. Taknm obpasom, BorMaa B JOBEPUE, MOLLEHHUKM
NbITAlOTCA YKPaCcTb BalUW LEHbBIN.

13. TenecpoHHOE MOLIEHHMNYECTBO BO BpeMs NaHAeMUMN.



MHorve 13 Hac BBMAY NaHOeMUM HaxXoaunucb AoMa, YTO akTMBU3NPOBAaro
MOLLIEHHMYECTBO C BaHKOBCKMMMW KapTaMu no TenedoHy. O4yeHb onepaTMBHO
3TUM MOMEHTOM BOCMOMb30BaNNCh BbIMOraTenu ¢ NoMoLLblo cMapTdoHa.

BOT nuLb HECKONBbKO HOBLIX NPMMEPOB TOr0, Kak Nnponucxoaut TenedoHHoe
MOLLUEHHNYECTBO C NOCEeAYOLEN KpaXen AeHer C KpeauTKN, y4nTbiBas
COBPEMEHHYI0 CUTYyaLMIo:

« Ha TenedoH npmxoant CMC-yBegomneHne o HauymcreHnm
KOMMeHcaumn 3a Hepabouunin nepnoa Bo BpeMs anuaemMmn, ans
NoSTy4YeHNs KOTOPOW NpeanaraeTcs Nepe3BoHNTb B 6aHK 1 noobuiatbes
C MHUMbIM «COTPYAHUKOMY .

e 3IIOYMbILUSIEHHMKN 3BOHAT HaM C yBeJOMSIEHMEM O TOM, YTO Mbl SIKOObI
HaxoOMnNucb B KOHTaKTe ¢ 3aboneswnmm Covid-19. B cBS3KM ¢ 3TUM
npegnaraeTcs CPOYHO cAaTb NaTHbIN aHann3 Ha KOpPoOHaBUpYycC, a
YTOObI HE HapyLLaTb PEXMUM CaMOU30NSALNKN, «COTPYLHUKA
nabopaTtopum» roToBbl NpMexaTb K HaM Ha AoM. [1ng CpoYHOro Bble3aa
Opuragbl HY>KHO COBEpPLUMTL Npegonnary.

B o6oux cnyyaax nogcraBHowm Yenosek, 6yab 3To coTpyaHUK BaHka unn mea.
nepcoHan, npeanaraet CBOK OHIaMH-NOMOLLb, YTOObI OCYLLEeCTBUTL NaTex,
a onga 3Toro emy Hy>kHa nHdopmaums o cyete. [locne nonyyeHuns
HeobXOANMbIX JAaHHbIX MOLUEHHWKN BbIBOAST AEHbIN, a Mbl, JOBEPYUBbLIE
rpaXkgaHe, 0OCTaeMcs C HyneBbiM BanaHCcoM.

[MpuBeneHHbIN NnepeYyeHb MOLLIEHHUYECKNUX CXEM HE OrpaHn4MBaETCs
npuBeLeHHbIMY NpuMepamMin. MNpecTynHUKN HaxoasaT BCe HOBbIE U HOBbIE
CcXeMbl U cnocobbl Ana JOCTUXKEHUS CBOUX MPECTYMNHbIX 3aMbICIIOB.

Kak ybepeubcs oT TeneoHHbIX MOLLEHHNYeCcTB?

UT06bl HE CTaTb XXepPTBOW 3M0YMbILLUNEHHMKOB, HE0bX0oauMMO cobnoaaTh
NpocTbie NpaBuna 6e3onacHoOro NnoBeaeHus U 06a3aTenbHO A0BECTU UX A0
CBeJeHUs POOHbIX U BNU3KUX:

- He creayeT A0BepsiTb 3BOHKaM U COOOLLEHNSIM, O TOM, YTO POACTBEHHMK
U 3HaKOMbI Nonan B aBapuio, 3aepXaH COTPyAHMKaMM NONMLUMK 3a
COBepLUEHME NPECTYNNeHnsi, o0co6eHHO, ecnn 3a 3TMM cnedyeT npockba o
nepeyncrneHnm aeHexHbix cpeacTs. Kak nokasbiBaeT npakTuka, OObIYHbIN
3BOHOK BNM3KOMY YErOBEKY NO3BOMSET Pa3BesiTb COMHEHUS U NMOHSATb, YTO
3TO MOLLIEHHMKW MbITAOTCA 3aBnageTb BallMMM CPeacTBaMU UMK
MMYLLIECTBOM;

- He cnegyeT oTBeYaTb Ha 3BOHKM Unn SMS-coobLeHnsa ¢ HEM3BECTHbIX
HOMEpPOB C NPOCLOOW NONIOXKUTL Ha CYET AEHbLIN;

- He cneayeT coobLwaTb No TenedoHy KoMy Obl TO HM ObINo cBeaeHNS
NMYHOro XapakTepa.

CBoeBpeMeHHOe obpalleHne B NpaBOOXPaHUTESNbHbIE OpraHbl MOXET MOMOYb
APYrMM INIOASM He NonacTbCs Ha HE3AKOHHbIE YITOBKMN TeredOHHbIX
MOLLIEHHWNKOB.



rlpOTI/IBOCTOFITb MOLUEHHMKAM BO3MOXXHO NULLb NOBbILLEHHOW
BHMMATEJIbHOCTbHO, 3paBOMbICITMEM U 0ANTENbHOCTLIO.



